Minuteful Kidney — Key Privacy Questions and Answers

The questions and answers below are meant to provide concise and transparent clarifications for key
privacy queries regarding the Minuteful Kidney service (developed and operated by Healthy.io).

1. Q: What personal data is processed as part of the service?

A: The following categories of data are processed for the provision of the service:

Vi.
Vii.

viii.

Xi.

registered GP name - necessary to send results back to registered GP.

NHS number - necessary to send the results using MESH*.

main spoken language — necessary to support the patients.

gender — necessary to verify we contact the right individual.

name — necessary as it is used when contacting the patients.

date of birth — used to verify the patients when they log to the app.

phone number — necessary for verification SMS and engagement.

home address — necessary to send out the kits and letters.

diabetes type — necessary to confirm the right patient is tested.

CKD diagnosis and stage; date and value of last ACR test — optional, only processed under
the data controllers’ instructions (normally to demonstrate equity of access to health
care).

IP address - for information security purposes, automatically deleted.

* Test results are sent back to the GP practices through the NHS secured network (HSCN) using

the Message Exchange for Social Care and Health (“MESH”) infrastructure.

2. Q:ls there a Data Protection Impact Assessment (DPIA) available for the service?

A: Yes, the project has been reviewed and confirmed, and a DPIA is available.

3. Q: Are there data sharing agreements in place?

A: Yes, an agreed Data Processing Agreement (DPA) template has been reviewed by the ICB and

will be signed by each participating GP practice and Healthy.io. In addition, Healthy.io has DPAs in

place with each of its sub-processors.

4. Q:ls personal data shared with third parties?



Name

A: Yes, personal data may be shared with the third parties as set forth in Appendix A below. The

sub-processors were reviewed to ensure they provide sufficient security guarantees.

5. Q:ls personal data being transferred to countries outside of the UK or the EU?
A: Yes, two sub-processors are located in the US:
i Google, solely for user authentication purposes, and therefore processes phone numbers.
The transfer of data is based on Google’s Data Privacy Framework Certification (a lawful
basis approved by the UK Government) and a DPA between Healthy.io and Google; and
ii.  Twilio, which is used to send SMS messages, and therefore processes names and phone
numbers. Data is automatically deleted after 180 days. The transfer of data is based on

Twilio’s Data Privacy Framework Certification and a DPA between Healthy.io and Twilio.

In addition, personal data may be processed by Healthy.io (UK) Ltd.’s affiliate, Healthy.io Ltd.,
which is located is Israel. Data will only be processed by Healthy.io Ltd. personnel for the
purposes of troubleshooting and support, on a need-to-know and case-by-case basis.

Processing in Israel is based on a UK adequacy decision, and an intercompany DPA.

6. Q: What measures are in place to protect personal data?
A: Healthy.io highly prioritises data privacy and security. The company invests substantial
resources in protecting data and demonstrates this through a robust compliance framework,
which includes the following:
i.  The company has achieved ‘Standards Exceeded’ status with the Data Security and
Protection Toolkit (reference 8KC08).

ii. ISO 27001 certification (Information Security Management System).

iii. ISO 22301 certification (Business Continuity Management).

iv.  Cyber Essentials Plus certification.

V. Registration with the Information Commissioner’s Office (reference ZA289700).

Appendix A

Minuteful Kidney — Sub-processors and International Transfers

Relationship | Purpose of Processing Type of data Location of Safeguards
to Healthy.io processing
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