DATA PROTECTION IMPACT ASSESSMENT

V0.5

This Data Protection Impact Assessment form should be completed as part of the business case for all new services, information systems and processes which involve the
use of personal/special category data or business sensitive data or a change that will significantly amend the way in which personal/special category data or business
sensitive data is handled.

Make a distinction whether this project is a new process where a new dataset is being created or a change in dataset, or a change to an existing one procedurally e.g. a
change in system used to collect data. For changes indicate if an existing DPIA has been done

GENERAL OVERVIEW

[J New data collected [ Change of data collected [] New system X Change of system [0 New process [J Change of process [J New service [1 Change of
service [] Has existing DPIA (please include)

1 The name of the data collection, service, process or system: Healthy.io Minuteful Kindey
2 The name of the responsible lead: Rachel Fulton

Data Subject: Patient

. - . . Data Controller: Primary Care Practice
2
3 mf;\r/s the key stakeholders been identified? Please identify Data Processor: Healthy.io (UK) Ltd.
' Sub-Processors: Google, Precision Marketing Group, Twilio, Amazon Web Services, Coralogix,

3cx (SheshTech), Freshworks, Melissa, Healthy.io Ltd

This project will enable primary care practices to increase their adherence with the urinary albumin
4 What is the project purpose or main aims? test for people living with conditions that make them at risk of chronic kidney disease, e.g.,

diabetes or hypertension. The urinary albumin test is one of the 9 NICE recommended annual
care processes for patients living with diabetes. Healthy.io will support primary care practices to
identify and extract a list of patients that have not completed the annual urinary albumin screening
required as part of the patient’s care. Once eligible patients are identified by the GP Practice, to
support patient choice in how their treatment is provided, a courtesy SMS or letter will be sent
which informs the patients that the GP Practice has asked Healthy.io to support them in delivering
the service. This provides patients with an opportunity to decide if they are happy to take part in
receiving a home urine test or whether they would prefer their diabetes to continue to be
monitored via their GP at the practice. The final list, excluding those patients that have chosen not
to be contacted, is uploaded to the Healthy.io portal. The Healthy.io onboarding team then contact
patients to offer an at home ACR — Kidney Test this can be via SMS or telephone. The patient’s
name, address and telephone details are passed on to Healthy.io’s distribution partner, Precision,
who posts the ACR — Kidney Test kit to the patient’s home address; the kit has been designed to
fit through a letter box. Any patient’s that decline to receive a kit or who are identified as ineligible
are communicated to the practice via nhs.net to ensure continuity of care. Once the patient has
downloaded the app and received the ACR — Kidney Test kit, they run the test independently
guided by the app. At the end of the analysis, test results are captured via cloud technology, in the
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patient record in the Healthy.io portal. Test results are also shared with the primary care practice
electronic health record via the secure message exchange for social care and health (MESH)
service. Patients are not required to create an account; the app is downloaded and is linked by the
mobile phone number. The results are accessible to be viewed by the patient in the app, for a
short period (directly after the test is completed, after which the result is no longer available. No
data is stored to the mobile device.

5 List the main activities for the project:

Identification of patients who have not had annual urinary albumin test; Offering home testing;
providing home testing kits; Supporting patients with use of testing kits and result submission;
Review of results and follow up testing where indicated; Secondary use of data after
anonymisation by healthy.io for clinical research where instructed by controller that this can be
done. Secondary use of data after anonymisation by healthy.io for clinical research where
instructed by controller that this can be done. When onboarding GP practices Healthy 1O provide
data parameters for clinical system searches, lists produced are shared with the practices through
secure NHS mail.

6 What are the intended outcomes?

To enable adherence to NICE guidelines on the management of patients at risk of chronic kidney
disease.

7 Does the planning documentation include all of the purposes
for processing the data? Attach all planning documentation
with submission.

Yes

Is there a potential for data collected to be used for new
purposes. If yes please elaborate.

SUPPLIER OVERVIEW

8 Who supplies the system?

O Yes X No

Healthy.io

9 What is the suppliers registered address?

The King's Fund 11-13Cavendish Square, London, W1G OANUK
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Is the supplier of the system, registered with ICO? If so please

Yes O No

10 . ; : o) Supplier: healthy.io

provide details of the registration: Registration Number: ZA289700

. X Yes [0 No

11 Is the supplier of the system, DSPT (standards Met) (health 3KCOS

and social care) If so please provide version details:

. . CE/CE+: [0 Yes [ No 1SO27001: ® Yes [0 No

Has the supplier of the system, implemented 1ISO27001 or
12 Cyber Essentials Plus. If so please provide a copy of the

certification:

Does the contract state the Data Protection Act and Freedom | Yes - NHS Standard Contract
13 of Information Act sections? If so please provide a copy of the

sections

Instruction guidance

14 What training will the users receive for using the system?

INFORMATION ASSET REGISTER

GPs are data controllers and own the information, however, are using Healthy.io
systems.
Healthy.io own and administer the system (app) but act as a data processor when

15 Who is the Information Asset Owner? ; . :
handling the information.
GPs to note and update their asset registers regarding this arrangement.
N/A

16 How long has the information been in use?
N/A

17 What is the Information Asset Register risk rating level?

DATA PROCESSING

18 Who is the information processed about? (Also known as data L Employees

subjects) Please select all that apply. K Patients

[ Partner businesses or organisations

O Other
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O Anonymised

[ Pseudonymised

19 Type of data being collected.
O Personal
X Personal Sensitive
20 What are the Data Fields that will be held on the system or X Personal sensitive details (name, address, Postcode, Date of Birth, NHS number)

used in the project? Please select all that apply.

O Family, lifestyle and social circumstances (marital status, housing, travel, leisure activities,
membership of charities)

O Education and training details (qualifications or certifications, training records etc)

O Employment details (career history, recruitment and termination details, attendance details,
appraisals etc)

O Financial details (income, salary, assets, investments, payments etc)

[ Criminal proceedings, outcomes and sentences

[0 Goods or services (contracts, licenses, agreements etc)

[J Racial or ethnic origin

[J Religious or other beliefs of a similar nature

I Political opinions

X Physical or mental health conditions

[ Offences including alleged offences

[0 Sexual health
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[J Trade union membership

Will this system include data which was not previously

New Data: (1 Yes X No

e collected? If yes have you amended existing privacy notices? Amended Privacy notices: [ Yes L No
The data processed is: Registered GP Name ; NHS Number ; Main spoken language; Gender ;
What checks have been made reaarding the adequac First Name ; Last Name ; DoB ; Email address — optional; Home phone; Mobile phone; Address
22 relevance and necessity of data ugsed’) 9 quacy, ; Diabetes type; CKD diagnosis and stage; Date and value of last ACR test; Smartphone
y ' information - Carrier, OS, Device, model, App version, City ; App information — IP Address; Test
Date; Test Result. All the data items are the minimum necessary to provide the service.
Are you transferring any personal or sensitive data to a country Yes O No
23 outside of the UK the European Economic Area (EEA)? Ifyes | Data will be transferred to the EU, US and Israel, please see appendix 3 for further details,
how are individuals made aware that their data will be individuals will be made aware through the privacy policy which is made available upon sign up.
transferred out of the EEA?
. . . X Yes [ No
Will data collected or processed be shared with others outside . . . : . .
e g : Who and How: a detailed list of sub-processors, including the categories of data which may be
24 of your organisation e.g. third parties, external ! . :
processed by each of them, the location of processing and the applicable safeguards can be
contractors/consultants etc. > .
found in the last page of this DPIA.
25 Can the system use pseudonyms or work on anonymous data? | Anonymous: [J Yes X No

of the kits and eniaiement with the iatientsi.

Details of IT Lead or Project manager assisting with

This service cannot be provided without processing the minimum personal and special category
data outlined in section 22. This service is for direct care of patients and therefore requires some
identifiable data to provide the service (e.g., phone number and address are needed for fulfilment

Name: Rachel FultonRachel Fulton
e-mail: rachel.fulton3@nhs.net

28 implementation
: . Yes O No

Is the use of Cloud technology being used or considered? If oo . .

27 yes, provide the data centre location and Tier Location: See appendix 1 for further details
' ' TerOJ0O102030405
Healthy 10 to alert GPs and GPDPO within specified timeframe, as stated in the contract.

28 How will we be alerted to any possible cloud system breaches?

Does the system include new technology that might be 0 Yes X No
29 perceived as intrusive? (the use of biometrics or facial Technology:

recognition etc)
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Will the system require access to the network provided by
HBLICT? If yes how is this being managed? Include details of

Is HBL ICT aware

O Yes X No

HLB ICT Contact:

Does system require access to network?

30 location of the system, how this is managed and maintained, O Yes X No
any remote support, what is in place to protect Confidentiality, | | gcation:
Integrity and Availability. Where required break down Management:
responsibilities.

Is DTAC required? All new digital technology should be X Yes [ No
assessed using the DTAC, even if you are piloting or trialling it. | provided

31 Examples of products include: staff facing and patient facing

digital health tech, health apps, medtech and devices with an
associated app, systems, web based portals and more. If

required, please attach to submission.
PRIVACY CONSENT

X Yes [0 No

Legal basis: Article 6(1)(e) — processing is necessary for the performance of a task carried out in
the public interest or in the exercise of official authority vested in the controller. Article 9(2)(h) -
processing is necessary for the purposes of preventive or occupational medicine, for the

32 Is there a legal basis for holding and processing the data? : : ) . . o
9 ! g P g assessment of the working capacity of the employee, medical diagnosis, the provision of health or
social care or treatment or the management of health or social care systems and services on the
basis of Union or Member State law or pursuant to contract with a health professional and subject
to the conditions and safeguards referred to in paragraph 3
33 Do you require the data subjects consent to process or hold O Yes X No
the data?
Can the data subjects opt-out of their data being processed? If L Yes X No . . . .
34 . e Management: No opt out for direct care element, however, opt out is available for patients who do
opt-out available, how will this be managed? . . . : : X .
not wish for healthy IO to provide this service and to continue with their GP.
. - X Yes OO No
35 Is the opt-out widely publicised? . . - _ .
P yp How: Privacy policy and initial text message and communication sent to patients
Privacy Policy and initial message sent to patients.
36 How will you tell the data subjects about the use of their data?
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Have you assessed the likelihood of the use of the data YesNo _
37 causing unwarranted distress, harm or damage to data How: Further details in the risk assessment
subjects concerned?
Have you assessed the likelihood of the loss or damage of the | X Yes [1 No o _
38 | data causing distress, harm or damage to data subjects How: Further details in the risk assessment
concerned?
Could the project result in making decisions and or taking 0 Yes X No
39 action against the data subjects in ways that can have a How:
significant impact on them?
ACCESS
40 Who will use the system and have access to the data? Data controller (GPs), data processor (Healthy.io provided with limited access) and patients
(access to their own test results)
41 What training have users had in patient confidentiality? GP mandatory training including confidentiality training and DSPT
No direct access by users
42 How will the users access and amend data?
X Yes [0 No
43 Is there a usable audit trail in place for the information asset?
External independent annual audit as a minimum
44 How often will the system be audited?
DATA STORAGE
Healthy.io core data is stored on Google Cloud UK servers. Limited data is processed in the US
45 Where will the data be stored? as part of the service. A full list of organisations and locations is provided at the end of this DPIA.
O Yes X No
46 Could the system change the way data is stored? How:
47 | Which format will the data be stored in? X Electronic
] Paper
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O Verbal

O Other:

DATA SHARING

Yes [ No
Organisations: Only those included in the contract. In addition, a detailed list of Healthy.io’s sub-

48 Will the data be shared with any other organisations? processors, including the categories of data which may be processed by each of them, the location
of processing and the applicable safeguards can be found in the last page of this DPIA
How:

49 Are there any Information Sharing Agreements or protocols in X Yes [ No

place? If yes please attach with submission.

DATA SECURITY

Healthy.io data is stored on Google Cloud UK servers. Google Cloud services hold a vast array of
security and privacy certifications, see link to Google’'s compliance and data processing pages:
https://cloud.google.com/security/compliance https://cloud.google.com/terms/data-processing-

What security measures have been undertaken to protect the terms. ICO registered - ZA289700. Access controls based on the ‘Principle of least privilege’.

50 data? Strong and complex password requirements and controls to enforce are in place. Security
' monitoring policy ; Only appointing sub-processors who can provide sufficient security
guarantees.; ISO 27001 certification achieved - IL - 86650.; Data Protection & Security Toolkit
standards met — 8KCO08.; Sensitive data is AES 256 encrypted at rest.; Data in transit is encrypted
TLSv1.2
Are there business continuity plans in place in case of data Yes [0 No
51 loss or damage? (As a result of human error, virus, network GPs to include in their BCPs.

failure, theft, fire, floods etc.) Please attach with submission.

Third party supplier can be deemed safe and secure supplier, with the outcome of the DTAC

52 Third Party Supplier due diligence 1ISQ and outcome suggesting the same.

DATA QUALITY

Please see data flow map, GP provides list from EPR to Healthy.io via e-mail either directly or via
53 Who provides the information for asset? Apollo. Healthy.io supply patients with self test kit. Patients submit result to healthy.io (google
cloud). Healthy.io send results back to GP EPR (via MESH)
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Please see data flow map, GP provides list to Healthy.io via e-mail either directly or via Apollo.
54 Who inputs the data into the system? Healthy.io supply patients with self test kit. Patients submit result to healthy.io (google cloud).
Healthy.io send results back to GP EPR (via MESH).
. i . GP practice maintain their EPR using existing processes
55 How will the information be kept up-to-date and checked for
accuracy and completeness?
56 Can an individual (or a court) request amendments or deletion Yes O No
of data from the system?
ON-GOING USE OF DATA
o . . . O Yes X No
Could the project interfere with the privacy under article 8 of ) . . .
57 the Human Rights Act? If yes please describe how. Hovv_. The process _has a check in place to exclude patients who do not want to use the healthy.io
service for this testing service.
I Yes X No
58 Will the data be used to send direct marketing messages?
. . . O Yes OO No
If direct marketing messages will be sent, are consent and opt-
59 . N/A
out procedures in place?
. . - ] Yes X No
Does the system change the medium disclosure of publicity .
60 : ; : How:
available information?
. . . O Yes X No
61 Will the system make data more readily accessible than How:
before? '
All data is subject to Healthy.io’s data retention policy QSR 2811/01. Healthy.io will retain the
patient data they receive for the shorter of: (i) Minimum time required under applicable law or (ii)
What is the data retention period for this data? (The retention dur_atlon of contract, and in any event no longer than 7 years. H_ealthy.lo, as the processor of _
; patient personal data, may anonymize such data at the instruction of the data controller, including
62 schedules set out in the Records Management NHS Code of ; . : o ;
: as provided in the DPA between the parties. Pursuant to such anonymization, Healthy.io may use
Practice.) : S
the anonymized, non-personal data for clinical research and development purposes. The data
kept following anonymisation at end of contract is: Diabetes Type, Age, Test date, Test Result and
Smart phone details - carrier, OS, Device, model, App version .
Contained within the exit agreement
63 How will the data be destroyed when it is no longer required?

DPIA AUDIT
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64 The name of the person who completed this form: | Tania Palmariellodiviney

65 The role of the person who completed this form: | GP DPO
66 The email address of the person who completed this form: | t.palmariellodivineyl@nhs.net
67 Form completion date: | 05/07/2023

Once complete, send a copy to:

Information Governance Manager
Information Asset Management Coordinator / IG Officer
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Risk Assessment

USE THE FOLLOWING RISK MATRIX TO DETERMINE THE RISK RATING FOR EACH IDENTIFIED RISK.
Please refer to the ICB Risk Management Policy.

3 4 5
CONSEQUENCES [;EI{: Unlikely \Possible Likely \Almost certain

5 Catastrophic ] 10 15
4 Major / 8

3 Moderate
2 Minor ‘

1 Negligible

IDENTIFY AND ASSESS RISKS ESTIMATED SCORE IDENTIFY MEASURES TO MITIGATE THE RISKS MANAGEMENT
SYSTEM
Date Open | Identified and articulate the risk using ‘IF’, L Possible Solutions to Minimise Risk Recorded |Date it risk
‘THEN’ and ‘RESULTING IN’. Include on Risk was
associated compliance and corporate Register, = recorded
risks, as necessary. Yes/No?
1 04/04/2023| Inaccurate patient information may |11 44 44 Patient contact information is supplied by the data
lead to unwarranted contact controller therefore the data controller will mitigate
this risk by ensuring patient data is as accurate and up
to date as possible.
2 04/04/2023| |nsufficient information provided to |11 33 33 The data controller will mitigate this risk by
the data subject about the sharing of sending out a text or letter introducing the service.
their data with Healthy.io Healthy.io will support provision of fair processing
material to patients
3 04/04/2023 personal data may not be 11 33 33 The data controller mitigates this risk by
appropriately managed by sub- completing a DPIA as part of due diligence.
processors Healthy.io mitigate this risk by having a contract
and Data sharing agreement in place with sub
processors.

Page 11 of 17



04/04/2023 ||dentifiable information held by 11 33 33 Healthy.io mitigates this risk by storing identifiable
Healthy.io may be a risk to individual information for patients only for the purposed of
rights. the contracted service and for the period

designated in the Records Management Code of
Practice for Health and Social Care.
04/04/2023 || dentifiable information held by 1 44 44 Healthy.io mitigates this risk by protecting data in

Healthy.io may be a risk of
information security issues.

several ways as outlined in the DPIA
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PAGE TO BE COMPLETED BY INFORMATION GOVERNANCE

ICO Registration details received? X Yes O No
ISO27001 certification received? X Yes O No
IG Toolkit compliance seen? (Health & Social Care) X Yes O No

DPA: X Yes O No

FOI: X Yes O No

X Yes [ No

Who: Redouane Serroukh, Head of IG and Risk

DPA & FOI sections received?

Has this been reviewed by the wider IG Team

DPIA OUTCOME — DPO comments

Information Security Assurance: Consultant IG and IS have reviewed the suppliers security assurances and are supportive of this project going ahead as no high risk
issues. For the processing of data outside of the EU there is either an adequacy decision or an SCC in place. We have seen evidence of the certification. The ICB has
carried out the DPIA for facilitative purposes, the GPs are the data controller and need to conduct their own DPIA.

Information Governance Reviewer Name: Tania Palmariellodiviney
Data Protection Officer Signature: Redonane S

Date of review 31/05/2024

N/A
The name of the owner of the asset/risk:

Signed:

Date:
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Process Flow and Data Relationship Map

Healthy.io Data Flow — Without Apollo
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Example SMS message to be sent by the practice and practice Privacy Notice wording

The Data Controller is responsible for informing their patients about new data processing in advance of the new data processing taking place.

Example SMS Message

This message is to inform you the NHS has commissioned Healthy.io, as part of a national NHS programme, to deliver a service providing at home urine test kits so patients at risk
of chronic kidney disease can conduct this important test at home using a smartphone. Please visit ADD LINK TO PATIENT LEAFLET for more information and view the privacy
notice at ADD LINK TO PRACTICE PRIVACY NOTICE. Thank you, ADD PRACTICE NAME or CCG NAME

Data Legal Basis for processing Data Processor Data Subject | Purpose of data processing Data Retention
Controlle

r

Practice Healthy.io Patients The data is being processed for the purpose of delivery of a Healthy.io will be

For the Practice as the Data

. national programme to monitor urine for indications of chronic legally required to
Controller, the legal basis for i . hich i K hol inli ith
processing data is Article 6(1)(c), idney disease (FIKD) w |.c is recom'merwded to. be undertaken o d-data inline wit
Article 6(1)(e) and Article 9(2)(h) annually for patients at risk of chronic kidney disease e.g., applicable law

patients living with diabetes. The programme enables patients to
test their kidney function from home. We will share your contact
details with Healthy.io to enable them to contact you and offer to

For Healthy.io, as the Data Processor, send you a test kit. This will help identify patients at risk of

the legal basis for processing is the kidney disease and help agree on any early interventions that can
same as the data controller. There is be put in place for the benefit of your care. Healthy.io will only

a contract and data processing use your data for the purposes of delivering this service to you. If

agreement in place. you do not wish to receive a home test kit from Healthy.io we will

continue to manage your care within the Practice. Healthy.io are
required to hold data we send them inline with applicable law.
Further information about this is available at ADD LINK TO
PATIENT LEAFLET
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Approved Sub Processors and International Transfers

Relationshi Purpose of Processing Type of data Location of
Name pto Data Fields Shared . Safeguards
. processing
Healthy.io
Google Data Hosting, Storage, Personal identifiable data and See section 2 UK DPA & Privacy Policy
processor Database, Networking special category data
Google Data Identity management Mobile phone numbers for Mobile phone us Standard Contractual Clauses
processor identification number only (SCC), Data Privacy
Framework certification
(https://www.dataprivacyfra
mework.gov/participant/578
0), DPA & Privacy Policy
Precision Data Fulfilment services Name, address, and telephone EU DPA & Privacy Policy
Marketing Group | processor number only
Twilio Data SMS centre Name and mobile phone number us Standard Contractual Clauses
processor (SCC), Data Privacy
Framework certification
(https://www.privacyshield.g
ov/ps/participant?id=a2zt000
0000TNLbAAO ) (DPA &
Privacy Policy
Amazon Web Data HSCN Hosting Personal identifiable data and UK DPA & Privacy Policy
Services processor special category data
Coralogix Data Logging and monitoring IP Address IP address only EU (Ireland) Adequacy decision, DPA &
processor Privacy Policy
3cx (SheshTech) Data Telephony Software Personal identifiable data only UK DPA & Privacy Policy
processor
Freshworks Data Customer Support CRM Mobile phone number, freestyle EU (Germany) DPA & Privacy Policy
processor text the user can submit
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https://www.dataprivacyframework.gov/participant/5780
https://www.dataprivacyframework.gov/participant/5780
https://www.dataprivacyframework.gov/participant/5780
https://www.privacyshield.gov/ps/participant?id=a2zt0000000TNLbAAO
https://www.privacyshield.gov/ps/participant?id=a2zt0000000TNLbAAO
https://www.privacyshield.gov/ps/participant?id=a2zt0000000TNLbAAO

Melissa Data Address validation Personal identifiable data only Home address EU (Germany) DPA & Privacy Policy
processor

Healthy.io may also engage with the following Healthy.io group members to deliver the Services

Healthy.io Ltd. Data Support and R&D, on a Personal identifiable data and See section 2 Israel Adequacy Decision &
processor need to know basis, special category data Intercompany DPA
where technical support,
troubleshooting or
assistance is required
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